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Bao mat o
Tai khoan




Bao mat

Tai khoan o

S« dung mat khau Q

Tai khodn truc tuyén nhu tai khoan mang xa hoi, tai khodn
ngan hang... luu gilr cac théng tin ca nhan va tai chinh
quan trong, hay luu y cac bu'dc sau dé git bdo mat téi uu.

€9 st dung mat khdu dai it nhét 8 ky tw: gom chir
hoa, chit thudng, s6 va ky tu dac biét. Dung mat
khau dé nh& nhung kho doan.

Q Vi du: Chir cai dau 1 cau hat yéu thich / 1 cau noi
dé nhé / doi chi thanh sé...

10 nam phan dau dé thanh cong!

N/

10 ndm phan dau dé thanh céng!

N

10npddtc!
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Bao mat

tai khoan g

Xac minh 2 buéc & Google

A

Xac minh 2 budc (con goi la xac thuc hai yéu to),
ban co6 thé thém mot Idp bdo mdt nita vao tai
khodn cua ban dé phong truong hop mdt khau
cta ban bi danh cap.

Q M& tai khoan Google, trong bang diéu hudng, hay
chon muc Bao mat. Trong phan "Cach ban dang
nhap vao Google", hay chon:

€2 Xac minh 2 buéc - Bt dau. Va lam theo cac budc
trén man hinh.

9 Xéc nhan 2 buéc

Nhap tén ngudi Google
dung va mat khau
Ja 2. " ~ A r)
p= Nhap ma xac thire Co6 phai ban dang c6 dang nhap*
mot 1an dugc g
qua Ung dU':‘g E Anhphan@gmail.com
hoac tin nhan
SMS.
L1 Chromebook OViét Nam

Khbéng Dung la toi
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Bao mat

Tai khodn o

Xacminh2buéc®  facebook

A

@ bi dén phan Cai dat > bao mat va dang nhap.
Culn xubng phan Str dung xac thuc 2 yéu té va
nhap vao Chinh stra.

Q Chon phuong thirc bao mat: [Goi y] & Ma nhan qua
tin nhan van ban (SMS) trén dién thoai di dong. Roi
lam theo hu'éng dan trén man hinh.

4 Bao mat va dang nhap

XAC THUC 2 YEU TO

@ SUr dung xac thuc 2 yéu td
Chung t6i sé yéu cau ma bao mat néu nhan S
thay hoat dong dang nhap tu thiet bi bat
thuong

8¢ Matkhau irng dung
Nhan mat khau mot lan, duy nhat cho cac S
irng dung khong ho trg xac thuc 2 yéu to (vi
du: Xbox, Spotify)

Pang nhap hgp lé

Xem lai danh sach thiét bi ma ban sé khéng >

.

can diing ma ding nhap
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Bao mat

Tai khodn o

Xac minh 2 buéc @ a Zalo

A

e € Md& Ung dung Zalo trén thiét

bi » nhan vao tab Ca nhan

cham vao biéu tugng banh

= s rang cai dat » nhan vao Tai
khoan va bao mat

A Nhac chg Zalo
Dang ky nhac cha, thé hién ca tinh

ww @ Bat cong tac chuyén ddi tai
Luru trir va xuat trinh cdc ma QR quan trong Bao mat 2 I6’p_

Cloud cta toi
Luu trlr cac tin nhan quan trong

C) Dung lugng va dir liéu N

Quan ly d liéu Zalo clia ban

[ ®  Tai khodn va bao mat 2 > ]

& Quyén riéng tv >

® B 8 GP[-'- 1]

Cé nhan

Pang nhap

Bao mat 2 Iép

@ Thém hinh thire xac nhan dé bao vé ()
tai khoan khi dang nhap trén thiét bj
mdi
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Bao mat

Tai khodn o

h
Khéng nén @
o Khdng dat mat khau don gian A

nhu tén, ngay sinh, s6 dién BT
thoai hay cac thong tin dé 08071952
doan khac...

o Khong chia sé thong tin dang
nhdp va méat khau cho nguoi
khac hodc dé & noi dé nhin
thay.

o Khoéng truy cap trang web khong

******

tin cay, khong tai, cai dat cac
phan mém, Ung dung ngoai cac

kho Urng dung truc tuyén uy tin
nhu Google Play [, App Store
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* Goc thir thach @

1. H3y cho biét diu lIa mdt khdu manh nhdt.
Vi sao?

a. toiyeuquetoi 123
b. LinhDan98
c.1Votrad@ (mot vong trai dat)

2. Mdt kh@u manh gom nhirng ky tuw nao?

a. Chrinhoa (A, B, C, ...)

b. Chir thuong (a, b, ¢, ...)

c.Chirs6 (1,2, 3, ...) Um va céu 2 e
d. Ki tuw dac biét (@, #, 3, !, ...) Céautcnhiz

e. Tat ca cac dap an trén
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* Goc thir thach @

Tac dung ctia mdt khdu 2 Iop!

TG nhdn duoc théng bao ai d6 mubn doi mdat khdu
tai khodn cua té. Gui ma OTP vé so dién thoai kéu
t& nhdp vao néu té la ngudi doi mat khau?

Bk

\JE

KHONG CUNG CAP MA OTP CHO BAT KY Al
NHAT LA QUA CUOC GQI HOAC TIN NHAN

Co thé nguoi dé da co duoc mat khdu cua cdu.
Dirng lo, ma OTP dirng cung cap cho ai. Khéng co
ma do, ho khéng dang nhap duoc dau. Cau vao tai
khodn doi lai mdt khdu cho yén tdm nhé!
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* Goc tinh hudng

Tac dung ctiia mdt khdu 2 Iop!

Oi trdi, minh 1& nhdp tai khodn va mat khdu Gmail vao
trang triing thudng gia. Gio phdi lam sao?
http :/ltrungtang 9999.zdfdf

Tai khoan: Thnhi@gmail.com

Mat khau: 123456

Tire that! Ly duoc tai khodn, mdt khdu bat nhdp ma
OTP . Khéng thé dang nhdp duoc!!!

Google
Nhap ma

Dé qii an toan cho tai khoan cla ban, Google
mudn dam bao réng ban chinh la ngudi dang c8
déng nhap

Chuing t6i vira giri mét tin nhan van ban gém ma xac
minh 6 chir s8 dén 093xxxxx17

Nhdp ma
o | ‘
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Chia sé

Sang suo6t O

Chia sé théng tin la mét phdn khéng thé thiéu
trong cudc sébng. Tuy nhién, hay luu y moét s6
diéu sau day dé an toan trong chia sé thong tin
truc tuyén:

2.1. Hiay can nhac ky vé thdéng tin ban
muon chia sé

Pac biét than trong khi chia sé thong tin ca
nhan trén mang va chia sé vd&i ngudi khac,
bao gom:

=N

........... $---+ Anh ban than

Lé Van Trung |

5= letrung 214@gmailc.om |

---------- + Ho tén day du

---------- « Dia chi email
5 854658712455 * Tai khoan ngan hang

QP kkkkkkdkk  cooooooeoooeoooeoooe- N o Mé PIN Vé mét khéu
Hinh anh

tﬁi i’i; KE" ----------- « Anh gia dinh, ban bé
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Chia sé

Sang su6t 9

2.2. Sang suot v&i ngudi minh dang
chia sé cung

Nén phan cap chia sé @

@ V&i tat cd moi nguoi

() Chia sé nhimg ndi dung gidi iri lanh manh,
thong tin chinh théng hiru ich cho cdng
dong.

() Chia sé nhirng thong tin khén tir cac kénh
truyén théng chinh thong (vé thién tai,
dich bénh...)

() banh gia san pham, dich vy, duaray
ki€n chia sé, gilp ngudi khac cé lua
chon phu hgp...

2\
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2.2. Sang su6t v&i nguwoi minh dang
chia sé cling

Nén phan cap chia se®

® V@i gia dinh, nguoi
M) {hin va ban bé

Nhirng hinh anh
, va video vé ban
than, gia dinh

® Giilrcho /\

MR ricng minh
Cac thong tin ca nhan, lich
trinh, tai liéu quan trong,
thong tin tai chinh v.v..

TAX
DAY

i
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Chia sé

2.2. Sang suodt v&i ngu'di minh dang
chia sé cung

Khong nén @

Chia sé, dang tai:

@ Thong tin chua dugc
xac thuc, kiém chirng
bdi co quan chlrc nang
nhu tin vé an ninh trat
tu, chinh tri, kinh t€, dich
bénh, thién tai...

@ hong tin ca nhan cua
ngudi khac ma chua xin
phép, nhu hinh anh,
tén, tudi, dia chi, s6
dién thoai, viéc lam ...
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Chia sé

Sang su6t?

2.2. Sang suot v&i ngu'di minh dang
chia sé cuing

Khéong nén @

Chia sé, dang tai:

@ Thong tin ndi bd doanh
nghiép, t6 chirc Ién mang
nhu bi mat kinh doanh,
co sG dir liéu, thong tin
nhan su...

@D Nbi dung cong kich, boi
nho danh du, nhan
pham ca nhan, t6 churc,
nhu vang tuc, ché bai
ngoai hinh, phat tan tin
don vé ngudi khac, de
doa dung vi luc...

Nhirng hanh vi trén c6 thé bién ban

thanh ngu¢i vi pham phap luat

Cadm nang phdng tranh Ilira ddo tru’c tuyén 15



2.2. Sang suot v&i ngudi minh dang chia sé
cung

Khi chia sé truc tuyén, théng tin cua ban co thé
duoc lan tod trén s6 déng céng déng mang.
Hay suy xét ki trurdc khi chia sé nhitng nbi dung
sau

Téac dung cua

Cong thirc bai thudc dan gian, cong
thurc

Cac phuong phap cham soc suc
khoé, lam dep va

Trudc khi chia sé, hay tu hoi ban da
that sw am hiéu tuong tan vé diéu
ban noi? Va trach nhiém cua ching ta
néu cd hau qua xay ra khi nguoi khac
nghe theo va ap dung?

Cdm nang phong tranh Iira ddo truc tuyén 16



* Goc tinh huong
Chi A xem ‘livetream” (phat séng truc tiép)
mua hang trén mang xa hoi, nguoi ban yéu
cdu ai muén ddt hang thi dé lai dia chi ciing
nhu sé dién thoai cua minh trong phdn binh
luan.

Theo ban c6 nén?

f‘ J
° o
« -

BUY.COM

b.T.A
- Sdt: 098XXXXXXX

- B/c: 15 dwong XX, Quan
YY...

Khong nén chut nao! Vi nhitng ké gian
c6 thé gid mao ngudi ban goi cho ban Iira
chuyén tién. Tham chi, trd Itra tinh vi hon
khi ho mao danh ngudi ban gui hang gia
vé dia chi ban cung cap dé Iay tién.

Cdm nang phong tranh Iira ddo truc tuyén 17
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Két i (ﬂ) \]

Két giao trén mang khéng chi duy tri cac moi
quan hé ngoai doi thuc, ma con la méi truong ly
tudng dé tim kiém, phat trien nhirng méi quan
hé mdi, nhirng tinh ban xuyén bién gidi

?

Tuy nhién, van nén can trong

dé tranh nhirng m6i quan hé
doc hai, hay két giao nham vdi
cac loai t6i pham Itra dao

dA

Pat ra mot vai cau hoi cho ban than truéc
khi két ban vé&i ai dé trén mang xa hoi.

- Minh c6 quen biét ngudi nay khong? Gilra
minh va ho c6 ban chung khéng?

» Gilra minh va ho co6 diém chung nao? Cung
hoi, nhém nao, cuing quan diém, s& thich gi?

« Tai khoan that hay ao? Bai dang cua ho trén
trang ca nhan cé that khéng, cach ho tuong
tac vai ban bé?

 Muc dich két ban v&i ngudi nay dé l1am gi?
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a e g

Loi khuyén cho ban

&+ Khong nhat thiét phai két ban
that nhiéu, hay “don dep” cac
moi quan hé khoéng can thiét.

&+ Danh thoi gian vun dap cho
nhirng moéi quan hé thuc su
dang gia thay vi nhitng con so
“ao” trong danh muc ban bé.

&+ Than trong, tim hiéu k§ thong
tin trdc khi két ban hoac tham
gia cac hoi, nhédm trén mang
xa hoi.

&+ Huy két ban véi ngudi khac,
huy tham gia nhém khi cam
thdy théng tin cla nguoi,
nhém dé khéng phu hgp véi
lgi ich cdng dong.

Cdm nang phong tranh Iira ddo tru'c tuyén 20



a e g

Chu y dé phong

Nhirng tai khodn dé tén va hinh
anh ngudi ngoai qudc, hodc
xung Viét kiéu két ban nhung
trudc do gilra ban va ho khéng
co bat ky mai lién két nao (nhu
ban chung).

Nhirng ngudi danh nhiéu |0i
co canh, tha thiét bay to tinh
cam du mdi quen.

Than trong v&i nhirng 101 dé
nghi tang qua, tang tién... trén
mang. Nhung dan dat dén
cubdi cung thi nguoi phai bod
tién ra trudc la ta.

Pé phong nhitng doanh nhan,
chuyén gia xa la nao dé bong
nhién ngo 16i mudn gilp d& ban
lam giau...
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ol . "_"
Ket ilao ':"“

Ban c6 thay ngu¢i nay dang tin khong?

Xin chaolll

Q o Xin chao! Xin hdi ban 1a ai?
@ @

ﬁ Alex Lacusta

Xin th&r 16i cho t6i néu lam
ban bat ngd! Tai tinh co thay
hinh anh cua ban va téi that
su rung ddng. Ban vo cung
xinh dep trong mat t6i va toi
khédng thé ngan can mong
mudn ban than tim hiéu ban.
Ban cé phién chat nao
khéng?

Khong phién, nhung toi khong

biét ban. Ban la ngudi nudc nao?

TGi tén Alex Lacusta, toi sinh
ra & Trung An nhung hién tai
toi 1a nhan vién cla Google
& My. Téi da dung codng cu
dich thudt Google dich dé
néi chuyén v&i ban. Hy vong
toi khéng noi diéu gi sai khi
chuyén ngr sang ngén nglr
cUa ban!
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Hién nay, hau hét mang xa hdi déu co
dinh vi quoc gia va ggi y tim kiém két
ban cung quoéc gia. Trudng hgp nguoi
& Viét Nam két ban duogc véi nhirng
ngudi & qudc gia khac thudng da co
quen biét tr trudc, hodac do ban than
chu dong tim kiém, két noi.
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* Goc tinh hudng

Alo! Xin hdi Chi Xuan phai khong a? Chao
chi em la Mai, em dén tUr trung tdm van
chuyén hang khéng quéc té€ DHL. Chj cé
mot don hang tir My glri vé. Em goi dé xac
nhan. Théng tin don hang - -
ld& moét chiéc nhan kim LUA BDAO
cuong tri gia 16.800 USD
gui tir anh David Lee. Do
don hang nay gia tri cao,
van chuyén qua hai quan
Viét Nam phai doéng thué
hang xa xi la 5% gia tri
hang hoa. Chi phai nop
phi nay cho hai quan mdi
dugc thdng quan a.

Chura ldy duoc nhan da
p . batndp tién. C6 tien mua
= & ‘ x \ a o A
= nhan nghin doé lai khbng
trg noi phi théng quan.
Tang qua ma ngudi duoc
tdng phdi ton tién? Ban tin
duoc khong?
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Phong tranh

Lira dao
= hhuic tuyen
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Phong tranh

Ilra dao truc tuyén

Cac hinh thire lira ddo tru'c tuyén phé bién
va cach phong tranh

1. “Hack” (chiém doat) Facebook, Zalo...

Chiém quyén dang nhap vao
tai khoan hodc Gia danh ngudi
trong video nh& s dung cong
nghé (deepfake) nhan tin cho
ban bé ngudi than héi muon
tién .

*Cach phong tranh: Goi vao s6
dién thoai hodc gdp truc tiép
hdi dé chac chan. Tu bdo vé tai
khodn ctia minh bdng mat khau
2 lop.

2. Gia danh co quan phap luat

Goi dién, nhan tin yéu cau nan nhan chuyén tién
vao s tai khodn do déi tuong cung cap dé phuc
vu cong tac diéu tra.

*Cach phong tranh: Theo quy dinh, co quan Nha
nudc phadi lam viéc théng qua gidy mdi, gidy triéu
tap.
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Phong tranh
Ilra dao truc tuyén

Cac hinh thire lira ddo tru'c tuyén phé bién
va cach phong tranh

3. Cac ung dung, hoi, nhém lam nhiém vu
online kiém tién

Thd doan chung la ngudi tham gia phai nOp
tién, ban dau sé dugc trd hoa hong hodc tién lai
cao hon so tién bd ra. Sau dé Iira nguoi tham
gia nOp tién nhiéu hon nhung khéng thé rut lai
nira.

*Céach phong tranh: Cdn nh& nhitng hinh thurc
kiem nhiéu tién moét cach dé dang, nhanh
chéng, néu khéng phai téi pham thi la nan nhén
cua toi pham.
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Phong tranh

Cac hinh thire Iira ddo tru'c tuyén phé bién
va cach phong tranh

WARNING

4. Lay cap théng tin ca nhan Lira dao lay cap
thong tin ca nhan, mat khau dang nhép: bang
cach gui cac dudng link Itra dao, ma QR va phan
mém dbéc hai nhu quang céo, canh bao virus,
binh chon cac cudc thi cho ngudi quen.

*Cach phong tranh: Khéng nhén vao dudong link
hodc quét ma QR do néu bdn thdn khéng chu
dong tim kiém hodc yéu cdu ngudi khac gui. Hay
xem xét ky cdu tric cua duo'ng link. Bung
nhdp bat cu théng tin gi vao trang web dé néu
chua xac minh ky cang
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Phong tranh
Itra dao truc tuyé

Cac hinh thire lira ddo tru'c tuyén phé bién
va cach phong tranh

5. Panh cap thdéng tin
Can cudc di vay tin dung

SU dung thoéng tin trén
Can cudc bi hai, tin tac
dang ky ma s6 thué ao,
vay tién tlr cac to chire tin
dung trén mang xa hdi va
Ira dao chiém doat tai
san.

*Cach phong tranh: Khéng chup giy to tuy
than dua Ién mang, khéng cho ngudoi khac
muon gidy to tuy than néu khéng co ly do ro
rang, phai giam sat khi cho ngudi khac muon,
cadn nhac khi dung gidy to tuy thdn dang ky
thanh vién trén nhing trang web, rng dung
khéng du uy tin.
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Phong tranh
Iira dao truc tuyén

Cac hinh thire lira ddo tru'c tuyén phé bién
va cach phong tranh

6. Lira ddo chuyén nham tién
Po6i tuong Ira dao
chuyén tién vao tai -
khodn ngadn hang cula -
nan nhan: gia danh ngudi
thu hoi ng dé yéu cau trd

lai sO tién kem Iai suat & I
|

Cao.

*Cach phong tranh: Dé

nguyén hién trang, ra ngéan

hang in sao ké va trinh bao

co quan cbng an.

7. Lira dao“combo (tron go6i) du lich gia ré”
Quang cao tour du lich, phong khach san gia ré
dé chiém doat tién dat coc hodc 1ay ly do théng
tin ké khai khong day du, chiém doat tién lam
tha tuc visa.

*Cach phong tranh: Chi dat trén “App” (Ung
dung) du lich va céng ty du lich uy tin.
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Phong tranh
Iira dao truc tuyén

Cac hinh thirc Iira ddo tru'c tuyén mdi va
cach phong tranh

T VT W W W W W,

8. Lira dao vé tau, vé xe dip L&, Tét

Lgi dung thi trudng tranh gianh vé tau, xe, lap
cac trang “Fanpage” (trang mang xa hoi) gia
mao nha xe dang tin ban vé gia ré hon thi
truong dé Iira ngudi mua chuyén tién sau dé
chan lién lac.

*Cach phong tranh: Chi ddt trén cac ung dung
va trang web chinh thong. Khéng tin tudng
chuyén tién cho bdt ky ca nhan nao.
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Phong tranh
Ilra dao truc tuyén

Cac hinh thirc Iira ddo truc tuyén mdi va
cach phong tranh

9. Lira dao bang cach dang khuyén cao cac
thu doan Itra dao

Pang thong tin khuyén céo cac thd doan Itra
dao truc tuyén va bién phap phong ngtra dé 1o
dung long tin cdia nan nhan mudén nhanh chéng
|ay lai tai khodn, san sang chi tién mua dich vu
lay lai tai khoan.

*Cach phong tranh: Birng tin tudng dua tién cho
ngudi khac trudc khi nhGn duoc két qud. Moi
nén tang mang xa hobi, hay trng dung déu coé
huéng dan cta nha cung cdp dich vu vé céach
khéi phuc tai khoan.
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Phong tranh
Itra dao truc tuyé

Loi khuyén cho ban

- Tién con trong tay minh la tién chu dong,
roi vao tay ngudi khac la tién bi dong. Hay
chdm lai vai giday trudc khi dua ra bat ky
quyét dinh tai chinh nao.

- Tai khodn truc tuyén chira dung nhiéu
thong tin, hoat dong ca nhan. Phdi xem xét
ky trudc khi nhap théng tin dang nhdp vao
bat cur dau trén khéng gian mang.

Cdm nang phong tranh Iira ddo truc tuyén 33



* Goc tinh hudng

Cudc tré chuyén bdt 6n! Nguoi than
goi video call muo'n tién nhu'ng:

« Khuébn mat trong cudc goi khéong tu nhién,
Khong ro nét;

- Am thanh khdng déng nhét véi clip, nhiéu
ti€ng 6n, &m thanh ngat quang hoac tat tiéng;

 Bj ngat gilra chirng, ngudi goi bao la séng

Gia vO hdi ngudi than

Nén @ mot ndi dung nao doé
ma biét chac néu nguoi
S khac gia mao sé tra |0

F sai dé kiém tra.

Lién lac truc tiép voi
ngudi than, ban be
théng qua mot kénh
khac xem c6 dung la
ho can tién khong?
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(0\ @ congan.danang.gov.vn

Hay cung chia sé cac noi
dung hiru ich v@&i gia dinh
va ban bé dé giup nguoi
dan Viet Nam an toan hon
trén Internet!




@ @ congan.danang.gov.vn

Facebook, Zalo ciia Phong An ninh mang
va phong, chong toi pham st dung céng nghé cao,
Cdng an thanh phd Pa Nang

facebook

PHONG AN NINH MANG VA PCTP SU DUNG CONG NGHE CAO
- CONG AN THANH PHO BANANG



